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Security Clearance Certificate for 'Indian Roads Congress' Web Application

Hosting URL: https://irc.nic.in

Audit URL: https://irc.nic.in

Environment Details: 1IS 10 and MSSQL

Audited By: Renati Rajitha, Proddatur Babaiah

Issuing Date: 04 June 2026

Valid Till: 03 June 2027

Audit Duration: 27 May 2026 - 04 June 2026

Hash Value: ES3318AB647CBEA8090DCDD99867DC7C208E57732E44622A9D40B57EOEBD60CD

Conclusion
The above site has undergone a Security Audit against OWASP and SANS standards and cleared from known web
vulnerabilities with 2 risk acceptance.

Recommendations

1. Site's ‘root'folder must be hosted with the 'Read' & 'ScriptOnly' permissions.

2. | The application's ‘root’ folder is to be deployed over SSL. SSL Certificate should be implemented when the
website is deployed in production environment.

Web server and OS level hardening need to be in place for the production server.

Directory browsing should be disabled.

Default and sample applications should be removed from the web server.

During production deployment, it is imperative to upgrade the application and its components to the latest
stable version.

7. The application should connect with the database using a low privileged database user having minimum
required database privileges.

Credentials used during testing should be mandatorily changed in production environment.

The application Server should be upgraded to latest stable version of server and the Operating System during
production deployment.
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This certificate is valid for the period during which the audit was carried out and is subject to audit limitations and
relies on stakeholder’s assurance provided to us for certain areas as mentioned in the final level report. This is also
based on the information and the state of website contents provided for final level audit. Projection of any
conclusions based on our findings for future periods and application versions is subject to the risk that the validity
of such conclusions may be altered because of changes made to the application or system or the failure to make the
changes to the system when required.The above site has undergone Security Audit against OWASP & SANS standard
and has been found safe from known web vulnerabilities.

As per the audit policy, it is essential to refer the website for re-audit on addition/ modification of any dynamic
content.

Place: Bangalore
Date: 04/06/2026
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